The application of information technology (IT) to issues of healthcare delivery has had a long and tortuous history in the United States. Within the field of eHealth, vanguard applications of advanced computing techniques, such as applications in artificial intelligence or expert systems, have languished in spite of a track record of scholarly publication and decisional accuracy. The problem is one of purpose, of asking the right questions for the science to solve. Historically, many computer science pioneers have been tempted to ask "what can the computer do?" New advances in eHealth are prompting developers to ask "what can people do?" How can eHealth take part in national goals for healthcare reform to empower relationships between healthcare professionals and patients, healthcare teams and families, and hospitals and communities to improve health equitably throughout the population? To do this, eHealth researchers must combine best evidence from the user sciences (human factors engineering, human-computer interaction, psychology, and usability) with best evidence in medicine to create transformational improvements in the quality of care that medicine offers. These improvements should follow recommendations from the Institute of Medicine to create a healthcare system that is (1) safe, (2) effective (evidence based), (3) patient centered, and (4) timely. Relying on the eHealth researcher's intuitive grasp of systems issues, improvements should be made with considerations of users and beneficiaries at the individual (patient-physician), group (family-staff), community, and broad environmental levels.
Introduction
T he application of information technology (IT) to issues of personal health and health care has had a long and surprisingly complex history within the United States. Soon after the first mainframe computer systems began automating record keeping, hospitals began applying IT to the tasks of billing and financial record keeping. 1 Yet, in spite of an early application of IT to administrative and actuarial tasks, the challenge of developing a consistent, interoperable system for transporting patients' medical records across healthcare systems has been an elusive and seemingly intractable goal. 2 Reasons given for delays in this and other areas of health IT include grappling with competing incentive structures, dealing with issues of standardization, meshing with time-pressured workflows, ensuring privacy, and creating systems that are useful and usable to data producers as well as data users. [3] [4] [5] [6] In short, reasons given have not focused as much on inadequacies of the technology, but more on the interface between the social and the technical, that is, between users and the system. 
Asking What Computers Can Do
In the same vein, the field of medical informatics has produced some of the most advanced computing technologies to be applied in real-world settings. Applications of artificial intelligence to medicine in the 1980s produced such vanguard systems as the rule-based MYCIN expert system at Stanford University, 8 the Iliad, 9 HELP 10 resources at the University of Utah, and the Quick Medical Reference (QMR) 11 physician aid at the University of Pittsburgh. Yet, after years of successful testing and scholarly publication many of the most sophisticated diagnostic systems-at least as originally scoped-have fallen into disuse. 1, 12 Users reported feeling uncomfortable relying on the decisional recommendations of an opaque, black box computer system no matter how much more accurate the system's decisions were compared to those of actual clinicians. 12 In many respects, the hope and hype of IT applied to health care reflect the lessons learned from computer science more generally. The field of computer science is littered with applications that, although technologically superior, have failed to find a following among discriminating users. From an historical perspective, the problem has been one of purpose and focus-that is, of asking the right question for the science to solve. The field of artificial intelligence is a good example. Early applications followed a model of automating human processes by creating applications that mim-icked what humans do. The motivation stemmed in part from an industrial view of technology in which machinery was engineered with the explicit purpose of replacing the physical labor of factory workers, thereby saving money through reductions in personnel costs. 13 It also stemmed from an unabashed, romantic notion of creating a future inhabited by smart, thinking machines.
14 Quite simply, the science of artificial intelligence often found itself following the art of science fiction. 15 Later applications-the ones that survivedchanged their focus. Rather than supplant human capabilities, the newer applications were focused on supplementing or complementing the information processing abilities of their operators. 16 The lexical applications embedded in many popular word processing systems are a good example. These systems run unobtrusively in the background but offer a comfortable safety net to writers in checking for spelling errors, monitoring for punctuation, and offering suggestions for grammatical improvements. In a similar way, reminder systems in hospitals can use advanced computing techniques to keep a patient's therapeutic regimen on track 17 or to protect healthcare professionals from prescribing medications with documented interactions. 18 As one commentator put it, these new applications serve to "informate" rather than "automate" human processes. They add value precisely because their routines improve on human performance, and do not try to replace it.
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Asking What People Can Do
In the field of eHealth research, as with research in other vital areas of computer applications, major efforts are under way to achieve a new stage of maturation. During the pioneering days of eHealth, the question was often about what the computer could do. During the next phase, crucial questions concern what people can do. How can advanced computing and telecommunications be used in conjunction with existing systems of care to ensure that people live longer and higher quality lives? David Brailer, former National Health Information Technology Coordinator for the U.S. Department of Health and Human Services, said it this way: "Everyone thought IT was about computers, but we've refined that to say that IT is about health careit's about the experience we really have." 19 
The eHealth Experience
The notion of eHealth gained currency in the 1990s at a time when public expansion of the Internet promised to transform information exchange, product acquisition, and service delivery. Research on the benefits of using wide area network technologies, at least among scientists and technical administrators, had suggested that distributed computing could bring people and resources together in ways that had not been seen before. 20, 21 eHealth, like eCommerce, and eGovernment, promised to transform the status quo by breaking down barriers of time and place. This mix of technology, as well as the entrepreneurial and idealistic spirit of taking benefits directly to consumers, remains inseparably mixed in definitions of eHealth today. 22, 23 For medical informaticians and policymakers, the promise of eHealth opened up a capacity to link advances in medical information technology to the advantages promised by an emerging national health information infrastructure. 24 This led to a number of pioneering efforts to bring advanced technologies, incubated previously within hospital settings, onto the web for patients and practitioners to use. Complex decision support technologies were mounted on the web for patients' use. Large-scale bibliographic databases were pushed to the public.
Public Reactions
Reactions from the public to this push were mixed, and did not conform neatly to expectations. 25 In 1997, when speculation was high and innovation outpaced demand, only 22.2% of the U.S. population aged 3 years and older reported having access to the Internet. 26 By 2003, after the "dot com bust" was predicted to dampen consumer enthusiasm, Internet penetration soared to the point at which an estimated 63% of adults aged 18 years and older were online. 27, 28 By 2005, the Internet had become part of the "new normal," that is, it had become part of the constellation of everyday media and resources that people use as supports in their ongoing busy lives. 29 As early as 1999, surveys had revealed that health information seeking was a frequent and common practice on the Internet. 30 What people often found online, though, was a cacophony of mixed messages and information sites of unequal quality and usefulness. Visitors to commercial sites were wary of ulterior motives and unfounded claims 31, 32 ; visitors to government and academic sites were inundated with highly technical language and raw data with little synthesis or integration. 33, 34 In an age of abundant health information, consumers reported feeling confused and perplexed. 35 Estimates suggested that in 2003 more than three quarters of the general adult population would endorse the statement that there were too many prevention recommendations in the area of cancer to know which ones to follow. 36 About half of the population reported looking for information on cancer either for themselves or for others, and out of that group the Internet was the first place they looked. At the same time, a majority of Americans reported having greater confidence in their physicians than in the Internet. 27 Newer results indicate that the credibility differences between physicians and the Internet may be widening, with trust in physicians trending upwards and trust in the Internet trending downwards.
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Health Care in the Information Age
While the strain of keeping up with the explosion of information on the web is challenging for consumers, the task of staying current on the tsunami of mounting medical information is even more challenging for healthcare professionals. In 2004, the National Library of Medicine reported that it added more than half a million (571,000) new references to its online bibliographic database. 38 By some estimates, a general internist would have to read 20 articles a day 365 days a year just to keep current on relevant medical knowledge. 39 Added to the burden of keeping current on research is the strain of keeping up with an increasingly mobile patient base. The goal of maintaining a "life-span" perspective on a patient's health 19 is complicated by the challenge of keeping records current on a lifetime's worth of medical history, laboratory results, specialists' reports, pharmaceutical records, adverse reactions, and psychosocial indicators. 40 Indeed, combining the best of current medical knowledge with a patient's own historical data in an age of "personalized medicine," 41 will be next to impossible without the assistance of health information technology. Without an electronic infrastructure to guarantee safekeeping and backup of patients' data, it is impossible to guarantee continuity of care for some of the most vulnerable in the population 42 -a crisis acutely manifest in the 2005 Hurricane Katrina disaster. 43 As medical technology advances and the health information environment becomes more complex, health care becomes more vulnerable to error. Health systems analysts have estimated that up to 98,000 avoidable deaths per year occur because of a lack of supportive safety mechanisms in pharmacy, surgery, hospital care, and outpatient care. 40, 44 An analysis of medical charts for women presenting with late-stage cervical cancer within one medical system revealed that more than half of the deaths could have been avoided if the system had kept women up-to-date on routine Papanicolaou test screens. 45 The good news from the patient's perspective is that advances in biomedical science in the 20th century may have nearly doubled life expectancy; the bad news is that the healthcare system has grown complex, reactive, and potentially dangerous. 46 Clearly, health information technologies will, and must, be part of the solution to guarantee that safeguards are engineered into the environment in which health care takes place. 40, 47, 48 It must be remembered, however, that the science of informatics is the science of sociotechnical systems, 49 which in turn, is the science of "people, tools, and conversations" working in synchrony to achieve common goals. 7 eHealth research must become part of the system of reform that will link evidence-based medical practices to national standards of equity, safety, usability, and patient-centeredness. It must work in tandem with physicians, nursing staff, office staff, and other links in the healthcare chain to comprise a safety net of support for patients.
Users in an eHealth-Enabled System
The Institute of Medicine (IOM) presented a framework for healthcare reform in its report titled, Crossing the Quality Chasm: A New Healthcare System for the 21st Century. In Figure 1 , we take the users who are described in that report and present them graphically as two interlocking sets of concentric circles. At the center of the figure is the direct interaction between the healthcare professional and each individual patient. This is the nexus of the healthcare relationship and symbolizes the direct point of accountability between an individual's own self-management and the healthcare provider's training and recommendations.
Surrounding the provider-patient link are concentric circles of expanding group and systems support. On the healthcare provider side, the individual practitioner works as one member of a coordinated "microunit" of care: office staff, surgical teams, long-term care teams, and so on. The microunit is in turn embedded within larger enabling systems, including hospitals, health maintenance organizations, preferred provider organizations, and others. On the public side, the patient is surrounded by family, friends, and neighbors as the most immediate circle of support. Public interactions occur within the greater sphere of a functioning community, with churches, businesses, civic groups, and social services. Both sides of the relationship are in turn embedded within a larger context of policies, regulations, and incentives. 
Tasks, Goals, and Objectives
In Table 1 , we juxtapose types of users against the major tasks, goals, and objectives outlined in the IOM framework. 50 We have selected four overarching goals as being especially relevant to a discussion of eHealth and have listed them as labels for the four columns in the table. At the junction of row and column we indicate how the goals and objectives of the new healthcare framework become relevant across levels of users. The individual cells represent the particular "use case scenarios" that the eHealth-enabled system must support.
Safety.
A core tenet of the IOM's prescriptive framework is that safety must be made an inherent attribute of the system. 40, 50 If information is too complex to understand, especially under periods of duress or high cognitive load, then the interface to that information must be simplified. If critical events fail to occur because of lapses in memory, then the system must monitor for completion of those events and send status reminders as appropriate to decision makers until they are fulfilled or dismissed. The principle is to make the healthcare system foolproof by designing the interface between components to be consistent, predictable, and controllable by all of its users. 51 Throughout the first column in Table 1 , we emphasize the theme of safety as a system property for eHealth across levels of users. On the delivery side, a coordinated system of safeguards should allow teams of healthcare professionals to work interdependently in a system that promotes safe practices and encourages continuous quality improvement. Informatics will offer a seamless level of information support on this side, but the technologies should be introduced into the system only after following a rigorous schedule of iterative usability testing and formative evaluation. 52 "Humancentered" testing methods applied within the context of "bench-to-bedside" research should be as important to the informatics enterprise as randomized clinical trials are for the introduction of new pharmaceutical agents. 53 On the public side, self-empowered patients and their caregivers must be considered as crucial elements of care in the overall system. Day-to-day adherence to medical regimens takes place in the home, selfmonitoring for early symptoms takes place at a personal level, and the preponderance of crucial and vital decision making takes place between family members. 54 -59 It is within these personal patient spheres that health care actually begins and often ends. Every tool and every connective network meant to support these spheres must be engineered with the same strict set of human factors standards and testing that will govern the development of safe systems within hospital settings. This is currently not the case. Something as simple as the computerized label printed on a pill bottle is usually so jargon laden, and so functionally imprecise, that patients are at serious risk for error in the home. 60 Patients and their families must be engineered into the system as a first line of defense against potential errors, not the last. Effectiveness. Medicine extended the life span of individuals in the 20th century by moving from a practice of art based on speculation, to a practice of science based on evidence. Bringing the science and evidence of medicine into the care process at the right times is another high-priority challenge in the IOM's prescription. Throughout the course of the 20th century, the assumption behind medical training was that the best way to transmit knowledge from its source to its use in patient care was "to first load the knowledge into human minds . . . and then expect those minds, at great expense, to apply the knowledge to those who need it." 61 Designing from the user's perspective takes a different orientation. 62 It embraces the notion that effective decision making is a product of knowledge contained in the mind as well as knowledge stored in the environment. 63 Taking this perspective, the emphasis shifts from personal heroics to creating a system of knowledge to guide evidence-based delivery, a shift that has been shown to yield significant improvements in patient outcomes and reductions in costs. 64, 65 Another area of productive research is the translation of nonlinear, high-density information fields into meaningful displays that can be quickly assimilated through visual inspection. 66, 67 Work being conducted in the Human-Computer Interaction Laboratory at the University of Maryland is producing a new look at the task of combining all of the relevant information needed for a clinical encounter into single, highly effective visual displays. 66, 68 Work being funded by the National Cancer Institute is enabling comparable approaches for displaying personal risk information to patients visually, with significant yields in comprehension and usefulness. 69 -71 Patient-centeredness. With all the discussion of multiple users, from physicians to care units to hospitals, and from patients to caregivers, the ultimate goal of the healthcare system is to improve patient outcomes. All of the tools, conversations, and decisions that take place within a healthcare system must be measured against the benchmark of patient need in order to achieve systemwide objectives of safety and effectiveness. 54, 55, 59 One aspect of patient-centeredness is customized care. 72 Advances in biomarker detection, 73 targeted pharmacogenetics, 74 and tailored communication 75 are making it possible to focus care individually on the specific needs of each patient. eHealth applications will be part of this effort as they assist in providing the right information, to the right person, at the right time. 76 Caution must be taken to incorporate evidence from the existing literature on human-computer interaction when doing this. Many theoretically elegant interfaces (adaptive interfaces, social agents, expert systems) have failed in real-world settings. When measured against the benchmark of user goals, the systems were perceived as being unpredictable and inconsistent. 15 Another aspect of patient-centeredness, which may be called population-centeredness, is the goal of extending the reach of medical knowledge to serve a diversity of beneficiaries in an equitable fashion. This means that the public interface to medicine, from instructions on a prescription bottle to a web-based portal for access to personal health information, must be equitably accessible to all users. One strategy for accomplishing that goal in eHealth is to adopt the principle of universal design. 15, 77 Under this principle, the structured environment is created to be equally accessible by all users, regardless of experience level or physical ability. A simple example in the physical world is the presence of "curb cuts" at the entrance to stores and office buildings, or the inclined ramps cut into sidewalks that provide easy passage for those in wheelchairs as well as anyone wheeling a shopping cart or set of heavy luggage.
Curb cuts do not just work in the physical environment, but with a little forethought can be built into the virtual eHealth environment. 78 Adherence to the standards set by section 508 of the Rehabilitation Act (see www.access-board.gov/508.htm) will ensure that websites are compliant with text-reading software for users who are visually impaired and will not get in the way of a sighted user's ability to interact with the site. 79 Likewise, following prescriptions from the "plain language" movement will help ensure that labels, instructions, and health-related content in eHealth applications are equally accessible to all users regardless of educational background or medical experience. 80, 81 Guideline documents 82, 83 as well as automated assessment tools 84 are readily available to assist the eHealth designer in making applications universally usable by a diversity of audiences. Formative usability testing, conducted across the full range of expected user types, will also help ensure that the final product is equally accessible to a broad range of users.
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Timeliness. It has been said that time is the currency of the information age. Yet, one of the "problems with computers" 85 is a failure to account for the accumulated effect of small temporal disruptions on the overall performance of human systems. [85] [86] [87] Consider the cumulative impact of dealing with pop-up ads on the web, or spending an inordinate amount of time being shuffled from one multilayered telephone answering system to another before being connected to an advice nurse at a hospital. The error is one of myopia, argued Zuboff and Maxmin, 88 as engineers focus solutions on single transactions without considering the impact of multiple interactions on trust and relationships.
The IOM emphasized that a patient-centered healthcare system must move away from a transaction-based management environment, to an environment that fosters "healing relationships" over time. To do this, all components of the system must be coordinated to provide levels of "deep support" 88 for patients and their caregivers. Coordinated eHealth technologies can and should be developed to keep track of the individual needs of patients, and to ensure that all relevant members of the healthcare team, including the patients themselves, are notified in a timely manner. With an interoperable system of electronic medical records in place, 65 eHealth applications can be built to encourage prevention and health maintenance, and to catch potential treatment errors early before any real harm is done.
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Conclusion
We are at a turning point in eHealth research. Taken down the right path-if we ask the right questioneHealth will become part of the solution in turning the tide of medical errors and extending quality of life equitably throughout the population. Taken down the wrong path-if we ask the wrong questions-eHealth will escalate the crisis in health care as only computers can do. 85 Fortunately, there is a way through the conundrum. The path lies in merging the science of evidence-based medicine with the practice of user-centered research. This is a transdisciplinary 92 union, bringing the knowledge bases of a rapidly advancing biomedical research enterprise into synchrony with a burgeoning evidence base in the cognitive and computational sciences. 15, 83, 93 The union is needed now more than ever, and cannot be taken for granted. Case studies from the diffusion of innovations highlight what happens when less-thanoptimal designs catch the "tipping point" 94 of diffusion before they have been optimized for user needs and constraints. The results, in the most benign sense, can be an ascendancy of mediocrity (consider the seemingly intractable diffusion of the QWERTY keyboard); results in the most severe case can cost lives. By riveting technology development on the questions that matter, eHealth researchers can provide a feedback loop into health system reform. More importantly, eHealth researchers can help to accelerate progress for improving lives, which is the metric that matters most from the user's perspective.
